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1  Synthesis

1.1 Global adoption of IPv6

The adoption of IPv6 in general is very different across MS in Europe, with Belgium, Germany and
Greece (plus to a lesser extent Luxemburg) at the forefront, while many MS are still below 2% of total
penetration. More than half of MS are below 10% of penetration overall (and at least 10MS below 5%).

Figure 1: Overall development of IPv6
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Source: IDATE, combining Google and Akamai data

With this in mind, it is no surprise to see very low adoption in the public sector, as seen in the next
section.

1.2 Overall adoption in the public sector

There are no numbers to really compare IPv6 adoption in the public sector for all MS, so we have
used various metrics (including CZ.NIC tool but mostly for Gen6 countries) that are not fully equivalent
country by country. The graph below should therefore be taken as a good proxy, rather than the exact
reality.

A few countries stand out, including countries that have not developed really well yet on IPv6 like
Netherlands, Czech Republic, Austria, Sweden or Estonia. On the contrary, MS like Luxemburg or
Greece (plus to a lesser extent France or UK) benefit from a good penetration of IPv6 but have not
really made any significant developments for the public sector.

With no surprise, all MS with very low global IPv6 penetration are obviously also lagging behind for the
public sector.
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There are no major clusters of MS that appear from the analysis. Indeed, for most MS, there is a
strong correlation between the level of adoption of IPv6 in the public sector and the adoption of IPv6 in
the country as a whole, with many MS not developed on both (more than 10MS really close to no
development at all). Only around 10 MS have a very different adoption rate for the public sector than
for the whole country. This implies a progressive roll out by some organisations as IPv6 is being
offered by ISPs and equipment being renewed.

Indeed, as already mentioned, two groups stand out in the analysis, with some common patterns :

1  Afirst group of advanced users in the public sector, despite low adoption overall in the country.
These MS can be referred as APublic pioneerso.

1 A second group of laggards for adoption in the public sector, despite quite good adoption in the
country. These MS can be referred as APublic | aggar

1 Two MS also stand out (Belgium and Germany) and appear as the leaders. But they are very
specific and can not been analysed as a coherent group, but more as specific cases.

1 Finally, Gen6 MS are more advanced than other MS on average, but the results are still very
different between from one MS to another even among Gen6 main players. Gen6é MS have been
analysed in more details in a separate deliverable.
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1.3 Overall analysis regarding IPv6 in the public sector

131 Key stakeholders

Government

Most advanced MS for adoption of IPv6 in the public sector are without surprise the MS that have
some direct involvement of the government (Ministry level or equivalent). This is the case of all MS
with adoption of more than 20% of the public sector and also a of few laggards MS.

List of MS with direct government involvement

Austria, Belgium, Estonia, Germany, Ireland, Italy (recent), Netherlands, Portugal, Spain (plus to a lesser extent
Luxemburg, Malta

Task Forces

The involvement of other stakeholders is not a guaranteed sign of success. Some MS have been
successful without leveraging a task force or the national R&D centre. Most task forces (whose action
was generally both public and private sector) are anyway today inactive (only Belgium, Sweden,
Netherlands and Estonia seem really still partly active as of early 2018, compared to more than 10
back in 2011-2012).

List of MS with IPv6 Task Force or equivalent

Still active : Belgium, Sweden, Netherlands and Estonia

Now inactive : Croatia, Finland, France, Greece, Ireland, Italy, Poland, Portugal, Spain, the UK, Luxemburg,
Romania

R&D research centre

In most of the cases, the R&D research centre has been involved on its own, not impacting any global

plans (and often being as a very specific testbed). In addition, there are many examples of MS without

any success that have involved this type of stakehol
Leading MS for IPv6 adoption in the public sector are rarely using this type of stakeholder (somehow

Netherlands are the exception, but not their main focus).

List of MS with R&D research center

Romania, Poland, Hungary, Greece, Bulgaria, France, Ireland, Luxemburg, Spain, Lithuania, Slovenia, Portugal
+ to a lesser extent Netherlands and the UK

National Regulation Authority

© Plum, 2018 13
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Finally, the MS in which activities are mostly driven by telecom regulators have also not shown any

signs of being a good practice for further devel opmen
While Sweden has had good results (until 2013-2014), it looks as an exception as other MS relying on

the NRA are trailing behind in adoption.

List of MS with NRA

Finland, Croatia, Denmark, Malta, Sweden, Cyprus, Poland + to a lesser extent France

Third party organization

It should also be noted that some third parties have been used quite efficiently in leading MS like
Czech Republic, Slovenia and Ireland, but have led to various results in general, with Czech Republic
at the forefront, but Ireland still lagging behind.

Central organization

Only a few MS are relying on a central organization/approach managed by a Ministry (Germany,
Spain, Belgium, Netherlands) or by a third party (Czech Republic), with even a central LIR (Germany,
Czech Republic) or a central network (Spain). One MS (Belgium) even considered to develop an IPv6
public service datacentre but gave up as it considered this too ambitious. The results of such an
approach are generally good, but the adoption may remain still low (Spain).

1.3.2 Plans

As mentioned in details below (see section 6), many MS do not have a plan for IPv6 (public sector or
more globally). It is obviously the case of MS with no government involvement.

Specific plans for the public sector

For those with real plans (beyond just an analysis of the situation), specific plans addressing the public
sector are quite rare (Netherlands, Belgium, Germany, Czech Republic, plus to a lesser extent Austria
and Spain) and can be found logically in the most successful MS for IPv6 adoption in the public sector.
The commitment of the government is showing improved performances than for other MS. Most other
MS have tried to adopt a more global IPv6 plan addressing both public and private sector (Sweden,
France, Spain, plus to a lesser extent Luxemburg or Slovakia), with results that are generally not as
good.

Targets

It should be noted that most plans, when they do exist, are still mainly recommendations with no clear
targets, deadlines and/or enforcement. Clear targets are mainly within plans of Belgium, Luxemburg,
Denmark and Sweden, with quite various types of results. All these MS did not reach their targets and
have gone for an updated but less ambitious plan.
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1.3.3 Key initiatives to develop IPv6

Apart from very specific initiatives mentioned earlier, main actions taken by MS can be classified into 4
categories:

1 The most important one is without a doubt procurement that is often mandatory for new
equipments and/or new websites. This is especially the case of Belgium, Czech Republic, Spain
Italy, Latvia and Portugal, plus with less enforcement for Denmark, Austria and Slovakia (but also
MS like Croatia, France, Germany). This measure is quite positive, but has had so far limited
impacts, as it only concerns new equipments. Many MS have now such rules (or equivalent) and
are still trailing behind for adoption, as the measure takes time to have some effect.

1 The other major action is training, even though it is a little bit more developed than procurement.
Key MS that developed such an approach are Belgium, Estonia, Slovenia, Luxemburg, France,
Spain. Like for procurement, this measure is positive, but not fully efficient (this is also done by
laggards MS without real reduction of the gap).

1 General information on IPv6 is provided by many MS, but generally by MS are the most
motivated ones by IPv6 in the public sector.

1 Definition of IPv6 profiles is rare (Slovenia, reused by Germany) and used by tech-savvy MS.

1.3.4 Barriers

There are three main barriers identified, almost independently of the situation regarding the current (or
even future) adoption of IPv6 in the public sector:

1 Thelack of interest and involvement of most MS, not identifying benefits of moving to IPv6
and often ready to leave it to ISPs. There are some MS not feeling any urgency. This is mostly the
case of MS not well advanced yet on IPv6 in the public sector.

I The cost and budget necessary to operate the transition to IPv6. This has been identified by
both leading MS during the deployment of their plans (there is no scale effect yet and also no
clear budget allocated to this) like Belgium, Austria or Germany and by MS that have reduced
their ambitions, often due to budget cuts like Sweden or Slovenia. MS see IPv6 as essentially
costs, especially as support is required for both IPv4 and IPv6.

1 Finally, there are also technical issues. IPv6 maturity (around hardware) is still considered as
being low, especially in terms of performance and security, even by MS that have advanced
adoption of IPv6 (Germany). Many MS mention they would need some technical support.

A few MS have also mentioned that ISPs are often not enough involved to develop IPv6, which is an
additional roadblock (ltaly, Latvia, but also Netherlands).

Organizational issues are sometimes mentioned (especially in terms of coordination), but are not as
important as expected. It seems to be more an issue of commitment (political and budget), then
organization will often follow.
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1.4 Cluster of public pioneers

This cluster (Austria, the Czech Republic, Estonia Netherlands, Portugal, Slovakia and Sweden)

represents the countries where global IPv6 deployment is not particularly high when compared to

overall Member States, yet does score high when focusing on IPv6 deployment in the public sector. In

otherwor ds, this is the cluster where one could reasonab
promoted | Pv6 deployment in the public sectoro. This
Germany, performing well on both public and private sector, with their own specific approach.

14.1 Key stakeholders

There are two main axes one can look for regarding the key stakeholders; the existence of an IPv6
Task Force, and whether the key stakeholder is a part of the government (typically a Ministry).

Concerning the existence of an IPv6 Task Force, there is no real pattern since its existence is roughly
half-and-half. The Netherlands, Portugal, Austria and Estonia all had an IPv6 Task Force in place,
although with the exception of Estonia, it must be noted that these Task Forces have been defunct
since around 2003/2004 (the Netherlands, according to our interview, claims that the Task Force still
holds yearly meetings but nevertheless there have been no public activities since 2004).

Estoniads | Pv6é Coun evhidhiseomparasvelytveryrpcent; howevér,lhds council
apart from the launch of the Council itself has mentioned no activities. Slovakia, the Czech Republic
and Sweden have no such Task Forces (Sweden can appear to have had one, but in reality it was and
still is the PTS, see below).

Austria Yes No

Czech Republic No No

Estonia Yes Yes

Netherlands Yes Yes (but no publications)
Portugal Yes No

Slovakia No No

Sweden Yes (PTS acts a Task Force ) Yes

Source: IDATE Digiworld, based on desk research and interviews

Concerning the involvement of the government, it is noteworthy that for five of the seven Member
States the key stakeholder is indeed the government. The exceptions are the Czech Republic, where
the key stakeholder is the CZ.NIC Association (which runs and maintains the Czech national domain
and is the main body for IPv6 related issues), and in Sweden where the key stakeholder is the PTS
(Swedish Post and Telecom Agency) together with the 1IS (Internet Foundation in Sweden).
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1.4.2 Government Plans and Strategies

It can be noted that all of the governments of the Member States included in this cluster have some
sort of national plan in place. Of particular interest in the Czech Republic and Sweden, as both had an
IPv6 policy plan mapped out by the government, running up to 2013 (and not much more being done
since). Austria could also potentially be grouped here, since although there was no given
governmental policy per se, the government did carry out a survey in 2011 in which the majority of
ministries replied that they intend to complete IPv6 deployment by 2013. One could assume this
survey (recorded as a white paper) put pressure on the ministries to proceed with the IPv6
deployment.

The Netherlands and Estonia, on the other hand, have recent governmental plans in place, which run
until 2019 and 2020 respectively. In the case of Estonia, the policy was put in place in 2003, while for
the Netherlands it has been running since 2016.

1.4.3 Deployments

Regarding this cluster of countries, IPv6 is more broadly adopted in the public sector, at national and
regional levels, as well as in research networks. These research networks were often used as
At detds o for | Pve depl oythedirsttcompatilnle networks in theecauatry.a | |

Some initiatives related to the improvement of the overall quality of websites/services, while not

directly related to IPv6, take nonetheless this parameter into account. These initiatives directly

promote IPv6adopti on (among other internet st-sankth@r ds) by of
websites. This is notably the case in the Netherlands and in the Czech Republic.

144 Operations & Organisation

Procurement requirements generally apply, which compel public administrations to choose
IPv6-compatible equipment when facing a purchase equipment. In some countries, public
administrations must explicitly explain their decision is they choose to buy a non-compatible
equipment (comply or explain)

In order to help overcome technical difficulties, training sessions were offered in many of these
countries, generally led by public entities responsible for the management of government networks.
1.4.5 Barriers and Future developments

Barriers are roughly the same as in other countries, but several governments from this group aim to
implement plans to overcome them, notably by formulating procurement requirements (if none yet),
setting clear deadlines for migration and working more closely with ISPs.

1.5 Cluster of laggards

There is no obvious common elements between those countries (France, UK, Luxemburg, Greece and
Finland) displaying a relatively high level IPv6 adoption in global and a very low implementation of
IPv6 in public administrations.
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Though few elements can be highlighted like:

1  The current inactivity, dismantlement or inexistence of national IPv6 Task Force, often used to get
more information

1 The involvement of ISPs as stakeholders (members of the IPv6 dedicated group) and also being
pushed forward as key references of IPv6 implementation, leading to less focus on the public
sector

1  The lack of focus on public sector from the responsible organization (except for France)

1 Somewhat a relative involvement of the government by being a stakeholder or by being interested
in having a national review of IPv6 (except for Greece and Finland)

Also, the main barriers identified for the IPv6 implementation in the public sector are mainly related to
the lack of coordination (coherent move) and also the lack of reasons to move.

Therefore, the development in these MS is indeed driven by ISPs and not the public sector, that has
no or minimal plans. IPv6 adoption is therefore slow and with no direct impacts for the public sector.
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I S S

Dedicated Task Inactive since 2007 Inactive since 2002 (except Dismantled in 2015 Inactive since 2008

Force created in Scotland)
initially
Responsible Government IPv6 council IPv6 council GRNOG Regulatory body
organization (FICORA)

Focused on Yes No No No No

public sector
Government IPv6 responsible Member of UK TF but not Member of IPv6 council No Initially member of
involvement organization in IPV6 council Finnish TF

Existing Yes (without target) No (IPv6 not mention in Yes with target No No

government eGov plan)

plan

Procurement Yes (but not enforced) Recommended In the roadmap n/a n/a

rules

Review Regulator body Secretary of State for Review asked by the Ministry No No

asked (ARCEP) assigned by Culture and Digital of Communications in 2011

the government for a Economy
review in 2016 commissioned for a
review of IPv6 in 2015

ISPs None Members of UK IPv6 None Key members of Initially members of
involvement council GRNOG Finnish TF

ISPs as ISPs IPv6 ISPs IPv6 Post Luxembourg case cited No Participants to the

references implementation implementation as pioneer in IPv6 since national IPv6 day

being IPv6- provided in the provided in the OFCOM 2009

enabled ARCEP observatory annual AConn
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1.6 Classification of MS around past and current ambitions

Finally, we conclude with a dynamic vision of the IPv6 in the public sector. The different European
countries have shown different attitudes and level of ambitions toward the adoption of IPv6 in their
public administrations.

Overall, the main outcome of this analysis is that, globally and with only a few exception, the ambitions
towards the adoption of IPv6 have significantly decreased in recent years. For the most forward-
looking countries, the ambitions of IPv6 transition started to develop in the early 2000s, they probably
peaked overall in Europe around the 2010-2013 time frame and are clearly decreasing since. This
decrease in ambition is noticeable by the diminution of the number of national plans (regardless of
current adoption metrics) as well as the diminution of the number of studies and report related to IPv6.
The trend is often confirmed in interviews with responses pointing toward a shift in priority, a lack of
budget, or a general discouragement toward the status quo.

We can group several countries showing similarities in their attitude, the measure they concretely took
and the timing at which they decided to act. Estonia is not covered into a group due to limited
information.

Groups of players according the ambitions of the plans

Current

ambitions

,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Late bloomers

Group 1: early adopters with reduced ambitions over time

1  This first group gathers countries that identified early on within their national government the
necessity and implications of switching toward IPv6. This group includes Belgium, Germany, the
Czech Republic, Spain, Slovenia, the Netherlands, Sweden and Austria.

1  They often had an active IPv6 taskforce, well identified structures in the government responsible

for the digital transformation of public administrations, defined public procurement rules, set up
training programs and often had a clearly identified national plan. Some, such as Sweden or
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Belgium even defined clear deadlines for adoption. For this group, most of these activities were
done before 2014.

Country

Belgium

Germany

Czech Republic

Spain

Slovenia

Sweden

Netherlands

Austria

Luxembourg

Past Ambitions

Plan for full adoption in public services by
2014

Very active taskforce

Plans at regional levels as well

Identified responsibility in gov

Plan for public procurement

Support to local / regional gov for adoption
No deadline set

National association providing training
Plan for adoption in public administration
Public procurement rules

IPv6 Task Force

National Plan for IPv6 (non gov)
Identified responsibilities in gov
Public Procurement rules

Responsibilities well identified
National association with gov support
Plan and action toward public procurement

Plan to deploy by 2013
Main stakeholder: regulator

Existing Task force and supporting
organizations
Plan for adoption in public administrations

Task force set up
Gov agency responsible
Training provided
Public procurement rules

Government plan for adoption
Plan for public procurement rules
Plans for promotion

Current Ambitions

Resource limitation has delayed plan

Plan downscaled to mandatory adoption on
new public procurement or significant
website update

Still supporting adoption

Mostly inactive since 2013
not mentioned anymore in eGov plans

Task Force now inactive
Plan still there but low efforts

Economic downturn reduced budget for
training
Seem to have reduced efforts

Minimal support to some IPv6 activities

Still active
Plan in 2016 to help municipalities migrate
to IPv6 (target 2019)

Transition considered as complete (no
plans for regional / local government)

Plan still in place without update

After these initial ambitions, most of them seem to have now significantly reduced their ambitions,
mostly by lack of budget, political support or because (such as Austria) they consider the task as
complete (although the adoption is clearly not reaching 100% yet). The level of adoption of IPv6 in
public administrations in these countries can be expected to still rise but quite slowly mainly due to the
public procurement rules in place, except maybe for Netherlands and Germany still quite active.

All these MS are classified as IPv6 pioneers or leaders for the public sector. Without a surprise, early
adopters can be found only within MS that have a public plan.

Group 2: limited interest and potentially dropping out

This second group gather countries that started to move toward IPv6 usually around the same time as
the first group (2002-2010) but with much more limited ambitions. These initial ambitions have now
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decreased and in many cases they have entirely dropped their meagre ambitions. This group includes:
France, Luxembourg, Slovakia, Malta, Croatia, Denmark, Finland, Poland, Bulgaria, Ireland and
Greece.

The countries in that group have at some point set up some policies for IPv6 adoption such as
dedicated research groups and pilots, taskforces, national plans, training or public procurement rules.
Some of these activities are still active or policies still in place but a large part of the initial ambitions
have been given up.

Country Past Ambitions Current Ambitions

France IPv6 Task Force Task Force now inactive
IPv6 national transition plan not dedicated to Gov plan objectives not met
public administration Reduced interest
Mixed and changing responsibilities in gov Procurement rules not really enforced.
Public procurement rules

Slovakia No Taskforce or well identified government No recent activity or visible plan
agency
IPv6 mandatory in public services (public
procurement?)

Malta IPv6 included in the national digital agenda Recent events and annual plan suggest IPv6
Lack of concrete plan or organization driving still on the agenda but low priority
things forward

Croatia Limited awareness, mostly in R&D and Limited awareness, mostly in R&D and
Education Education

Denmark Past plans for IPv6 adoption at national level No plan or support from gov
Past plans for public procurement

Finland Main stakeholder: regulator No plan or support from gov
No plans or strategy specific to gov
Past task force

Poland Past task force and limited plans No plan or support from gov

Bulgaria No Taskforce or gov initiative No plan or support from gov
R&D Lab set up

Ireland IPv6 TaskForce with participation of gov No plan or support from gov
No visible government plan

Greece Taskforce from 2010 to 2015 (disbanded) No plan or support from gov

Ambition to have a national plan

The overall ambition in this group started lower than in group 1, it diminished over time, but is still
somewhat active. The level of adoption of IPv6 in public administrations in these countries can be
expected to stagnate or rise very slowly mainly when public procurement rules are in place.

Group 3: potential late bloomers?

This third group gather the countries in which the necessary transition of public services to IPv6 was
only considered relatively recently and that show some limited ambitions of adoption. This group
gathers Portugal and Italy.
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The effort of adoption seem to be relatively recent in these countries, and they have set up a plan to
switching to IPv6 (considered for 2019 in Portugal) and public procurement rules (since 2016 in Italy).

Portugal Limited plans and public procurement in Entity responsible for management of
research and education government network has plans for switching in
2019
Italy No plan or support from gov Recently included requirement in public
procurements

The countries in this group appear to have rising ambitions of IPv6 transition, but this should be taken
with caution as the plans announced are not very ambitious (compared to Belgium, Netherlands or
Germany). In addition, the overall limited adoption of IPv6 in these countries does not prefigure a rapid
switch of their public services to IPv6. It is thus mostly by a figure of contrast with the other group that
these countries appear to have ambitions.

Group 4: No interest past or present

This group gather countries, which seem to have never had any ambitions of transitioning their public
services toward IPv6. This group includes the United Kingdom, Lithuania, Cyprus, Hungary, Latvia,
and Romania.

At most, they had at one point a taskforce in place, but the public administration never showed much
interest or support for a transition to IPv6.

United Kingdom No plan or support from gov No plan or support from gov

Some form of task force in the past
(defunct now)

Lithuania No plan or support from gov No plan or support from gov
Cyprus No plan or support from gov No plan or support from gov
Hungary Identified responsibility in gov No plan or support from gov
but no plans or specific support to IPv6 in
gov
Latvia No plan or support from gov No plan or support from gov
Romania Taskforce established, no activity since No plan or support from gov
2014

No government plan

The adoption of IPv6 by public administration in this group can be expected to stagnate with very
limited activities for the future.
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2 Focus on development in public administrations
2.1 Spain

2.1.1 Key stakeholders

IPv6 Task Force

@ IPv6 Task Force

Like the European Task Force IPv6, the IPv6 Task Force Espafiol is a working group in charge of
implementing IPv6 according to the needs of the local market for both private and public sectors. The
group is responsible of studying the perspectives of IPv6 technology and the actions to be taken
accordingly.

The group is composed of:
1 RedlRIS;
I  Consulintel (also part of Gen6);

T IPv6 Task Force.

The last (and unique?) work done by the group was the production of a report1 from 2003. The report
covered the analysis and recommendations for the migration to IPv6 in which the co-existence of IPv4
and IPv6 has been identified as a slow and gradual process.

For the current study, the IPv6 Task Force Espafiol has been contacted unsuccessfully with
undelivered email.

The Spanish government

Regarding IPv6, two different ministries are involved:

1 the Ministry of Energy, Tourism and the Digital Agenda that has developed a Plan to foster the
deployment of IPv6;

1 the Ministry of Finance and Public Function within the scope of the general integration of the IPv6
protocol in public administrations. Specifically, the General Secretariat of Digital Administration is
in charge of requesting the address space for RIPE and the update of the Address Plan in the
Administration.

1 http://www.spain.ipv6tf.org/public/IPv6 TF_Spain_v10.pdf
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As part of the Ministry of Energy, Tourism and the Digital Agenda, RedIRIS - one of Red.es missions

- is the Spanish academic and research network that provides advanced communication services to

the scientific community and national universities. RedIRIS counts over 500 institutions, mainly
universities and public researchcentres. The organi zationdés objectives are
initiatives towards improving the academic network and thus introducing new technologies and

services.

RedIRIS is an *ICTS owned by MEIC, which

defines its strategy and funds its activity Managed by the Public Corporate Entity
Red.es, under the SESIAD of the MINETAD

MINISTERIO DE
ECONOMIA,

';"’I*;'C’, INDUSTRIA ¥ Responsible for
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5 = MINISTERIO
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i Innovation (SEIDI) 1 ‘l

1 Secretary of State for
Information Society and
Digital Agenda (SESIAD) [.]
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1

|
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: I'ed.es Public Corporate Entity Red.es J
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1
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Source: RedIRIS

As part of their activities, RedIRIS worked to encourage affiliated institutions to draw up their strategic
plans to include migration to IPv6 in all their networks. Though, most of related-activities date to 2011-
2012 such as the participation to the IPv6 World Day pushed by Internet Society. It seems that
RedIRIS is currently more focused on the deployment of fiber networks.

At that time, RedIRIS had provided:
1 aschedule for IPv6 migration (worth to be noticed that the link on their website is broken);
I aguide for deploying of IPV6;

1 an observatory for the status of IPv6 implementation (dating from 20102).

A dedicated group was constituted for the IPv6 observatory as shown in the figure below in order to
analyze the state and main initiatives related to IPv6 in Spain and to provide information on the
migration. This page has not been modified since 20113,

2 Spanish IPv6 observatory: http:/slideplayer.com/slide/3835383/
8 http://wiki.rediris.es/observatorio_ipv6/IPv6_Spain
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U. de Murcia Antonio Skarmeta
U. del Pais Vasco (UPV/EHU) Eduardo Jacob
Academia U. Politécnica Catalunya Jordi Domingo
U. Politécnica de Madrid Juan Quemada, David Fdez
U. de Valencia Jose M. Femenia

Bondis Joao Damas
Consulintel Jordi Palet
Tecnocom Fernando Garcia

Consultancy/
Courses

BT Juan Pedro Cerezo
Colt Javier Benitez
ISP & Network Euskaltel Oclavp Alfageme
0 Jazztel Antonio Hemandez
REIERLE Rediris Tomas de Miguel, Esther Robles, Miguel A. Sotos
Telefénica I+D Carlos Ralli
Vodafone Oscar Pantoja
IX Node Espanix Cristobal Lépez
fic ontes) MITYC Rafael Pérez Galindo
Government
Vendors Force10 Networks Julio Alba

Source: RedIRIS

2.1.2 Government plans and strategies

A national plan of transition to IPv6 under the umbrella of the Ministry of Energy, Tourism and the
Digital Agenda has been signed by the Council of Ministers in April 2011 resulting in the launch of
initiatives including:

1  An official IPv6 website has been developed through a dictatic portal
provides explanatory and information regarding IPv6 and the development
of the National Plan at the destination of individual users, companies, ISPs and public
administrations.

1  The responsibility to the Ministry of Finance and Public Function (MINHAP) for the integration of
IPv6 in Public Administration;

1  The launch of 10 measures® regarding IPv6 but not necessarily IPv6 centric, of which:
I The creation of information portal: Electronic Administration Portal (PAe)%;
I The creation of working groups;
I Projects funding;

I Free 20 theoretical and hands-on IPv6 training sessions launched across the country were
co-organized by 6DEPLOY® and the Spanish Government;

I The studies for transition of administrative network: Red SARA (Spanish governmental
network allowing the interconnection among the 37 levels of Spanish Public Administrations)
which include.

That plan did not integrate goals, neither timeline.

4 http://www.ipv6.es/es-ES/transicion/Documents/Spanish%20IPv6%20Deployment%20Plan. pdf
5 https://administracionelectronica.gob.es/pae_Home.html?idioma=en

% Project part of FP7 EU program in support of the deployment of IPv6, in Europe and developing regions
(http://mwww.6deploy.eu/)

” National (13 ministries), regional (17 autonomous communities) and local (over 8000 municipalities)
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Figure 6: Spanish national plan for the deployment of IPv6

n the Spanish government - The Spanish GEN6 pilot GENG

Spanish National Plan to foster the deployment of IPv6
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* Approved by the Government in 2011 == e & i

* The Plan aims to foster the adoption of IPv6 L g
in Spain, responding to the tremendous
growth of Internet and, hence, promoting
the development of the Information Society,
the deployment of new services and
furthering technological innovation in Spain.

¢ The Plan is driven by the Ministry of
Industry, Energy and Tourism (MINETUR),
and in the aspects regarding the integration
of IPv6 in Public Administration, by the
Ministry of Finance and Public
Administrations (MINHAP)

* 10 measures: prototypes, information
portals, training, projects funding, working
groups, studies for transition in
administrative network (Red SARA), etc.

* But the Plan had not real goals and timelines
for IPv6 adoption in public administrations
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Source: IPv6 transition in the Spanish government, Gen6 Lisbon 2015

The MINHAP also engages in the IPv6 promotion through:

9 the update of current addressing and networking interconnection plan of the administration (dating
from 2010);

1 the incorporation of IPv6 in Red SARA,

1 the training for the people responsible for the Internet services of the administration.

2.1.3 Technical aspects/issues

Addressing and network interconnection

According to the art. 14 in the Royal Decree in 2010, public administrations are requested to apply the
addressing and networking interconnection plan of the administration approved by the Higher Council

of eGovernment. Currently, distribution of addresses are made by the Higher Council of eGovernment
in a centralized way and recommendations were made for the development of an own addressing plan
inside the public sector.

Among the measures taken by the MINHAP, there is a new addressing plan for administration as
developed in the figure below with main principles:

1  Unique global addressing;
T A common IPv6 addressing space dedicated to public administrations;

T Red SARA/MINHAP to become a LIR;
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9  Addresses blocks distributed for entities connected to Red SARA.

Figure 7: New Administrative Addressing Plan
.

ansition in the Sy sovernm The Spa GENB

New Administrative Addressing Plan - Principles

I * Use of unique global addressing I

— No range overiapping

— Public, directly accessible (if desired) from Internet
— Registration in the RIR (RIPE NCC) required

* Addressing space large enough for the current and future needs
— Reference: / 26 assigned to Germany (/ 29 is what a standard LIR gets)
ITDistribuﬁon of addresses blocks to the entities connected to Red SARA |
= Ina centralised way by the Higher Council of eGovernment
— Variable depending on the needs

Source: IPv6 transition in the Spanish government, Gen6 Lisbon 2015

Concretely today, the General Secretariat for Digital Administration, a MINHAP unit, has the
centralized role of managing the allocation of IPv6 space from RIPE for the public sector. The unit act
as RIPE LIR and they have a /24 IPv6 allocation for their LIR. Actually, the request is centralized but a
distributed management by each management by each region is expected.

From organisation point of view, the Plan of addressing and interconnection of networks is based on
the establishment of a directory of IP network addresses. The Plan allows each entity to independently
establish their IP numbering plans, depending on their network infrastructure, or organizational or
departmental distribution. The risk here is to use duplicate addresses.

214 Current deployments

In line with the adoption at the country level, the use of IPv6 in public sector is unsurprisingly low.

According to Vyncke blog, there is no identified host using IPv6 in the government sector® as
November 2016.

According to CZ.NIC statistical portal, Web server (WWW), name servers (NS) and mail exchange
(MX) readiness to IPv6 remain low with 3 web servers, 15 name servers and 10 mail exchanges
totally supports IPv6.

8 https://www.vyncke.org/ipv6status/detailed.php?country=es&type=Gov
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The 3 web servers are:
I Congreso de los Diputados (congress of deputies);

1  Ministerio de Industria, Energia y Turismo (Ministry of Industry, Energy and Tourism) which is
responsible of Red.es;

1  Ayuntamiento de Aranjuez (city council of Aranjuez).

Also, there has been arising trend in early 2017.

Figure 8: Implementation of IPv6 government servers

Data for 01-12-2017
Mame Domain WWWwW NS M
238 184 230
Total: 244 3 45 4
3 15 10

Source: https://devpub.labs.nic.cz/ipv6-smt-new/country/es/

Figure 9: Implementation of IPv6 by governments i countries

Spain, from 2014-11 to 2017-10
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Source: CZ.NIC
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Figure 10: Implementation of IPv6 by governments - administrative units

Spain, from 2014-11 to 2017-10
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Source: CZ.NIC

According to the interview with MINHAP, they are in an early phase of IPv6 deployment, recognizing
that the level of adoption is low. Some services are provided over IPv6, like the

and , but the internal services
are not using IPv6 yet.

Also, there are some IPv6 traffic over their network but she were not able to provide any estimation.

215 Deployments and pilots

Spanish Gen6 pilot

As part of Gen6, the Spanish government conducts a pilot for the Ipv6 transition. The major goals
include:

1  The creation of a platform for general IPv6 accessibility for eGovernment services;

1 The test interoperability between IPv6-ready and IPv4-only administrative units.

Figure 11: Spanish Gen6 pilot

The Spanish GEN6 pilot

== R R e
F0ET (o S
T network | newwark
- | |
L)U - L»Ld
DGT vehicle eITV
registration Red SARA network application
systems

Red SARA Ministry X . o
Services ||| th network [, [0
Center ,Ld ; -
1Pv6 eGovernment
skl web portal
" l Internet

Source: IPv6 transition in the Spanish government, Gen6 Lisbon 2015
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To reach the goals, 3 different action lines have been taken by the Spanish government:
i. The upgrade of Red SARA:

T Implementation of IPv6 in most of backbone of Red SARA with the aim to transport native
IPv6 communications between administrative units;

I Update to support dual stacks (IPv4/IPv6) connection between ministries;
i. IPv6 enablement of public administration web portals:

T Implementation of a transition mechanism allowing public administrations to offer services
accessible by means of IPv6 (based on a shared service approach): creation of an IPv6
Gateway Solution for Public Administration (IPv6 to the outside and IPv4 to the inside);

iii. Evolution of MINETUR (Ministry of Industry, Energy and Tourism) to provide native IPv6 services
to be consumed by administrative units from other ministries.

Red SARA and IPv6 gateway

As of 2015 and according to Gen6 pilot, the Spanish national project is about preparing the
government core Network for IPv6°: implementation of IPv6 in Red SARA.

MININT /_- o

DataCenter /' Red SARA T G N
1Puafieus /" «f5  (IPva/IPu6) *Z9 Connection Area

Connection Area | o A Data

Center

DGT Data Center ~_~ o

T_i o

[ ] emvserviee
3 E i
da

IPVG/IPvaWeb o
Application ¢

/
/

7

NG
;

Internet IPv4 Internet IPv6
—
e

Source: IPv6 transition in the Spanish government, Gen6 Lisbon 2015

1Pud Web
Application

> Communication flow
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****** Dual Stack IPua/IPy5
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First IPv6-enabled web portals using IPv6 gateway solution:
1  Several MINHAP web portals made IPv6 enabled;

1  Update of some of major Ministry of Justice web portals to be accessible in IPv6 using common
services of Red SARA. The Ministry of Justice integrates its main e-Government services to IPv6
Gateway solution, thus increasing the availability of public services online with IPv6;

1 Ministry of Defense web portals in test;

1 Health, Social Policy and Equality web portals in discussion.

® http://www.gen6-project.eu/fileadmin/GEN6/Gen6-EU-IPv6Observatory. pdf
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In support of IPv6 implementation, the MINHAP is updating an IPv6 routing guide aiming to facilitate
the connection of other entities to Red SARA in order to minimize/eliminate potential routing problems
that may occur.

2.1.6 Operations & Organisation

Procurement

The MINHAP has taken measures to foster IPv6 deployment including the procurement aspect: IPv6
to be incorporated as a requirement in the public procurement of ICT products and services. The
MINHAP has provided a suggestion for the general clause to be added in public procurement like the
f oll owi ng Ews aystemnnmugt be alfiie to work fully according to the commercial standards
for IPv6, keeping or improving the service, qualitya n d ¢ o n fewkls, withéechnical support for
both protocol so.

As regards to procurement of devices for administration (desktops, laptops, mobile devices), the
interviewee from MINHAP confirms the presence of the clause ensuring the compatibility of the
devices with IPv6. Thus, they assume the readiness of the hardware.

Training

According to MINHAP, IPv6 knowledge is a prerequisite for an ICT civil servant in Spain. In addition,
IPv6 courses are offered.

2.1.7 Barriers and Future developments

According to the Spanish representative in Gen6, the main issues in Spain in the transition to IPv6
are:

1  The complex and decentralized administrative services and associated difficulties involved;
1 The lack of commitment from Ministries in the past (though, regaining interest);

1  The difficulties to obtain IPv6 permanent address space because of delay in the administrative
addressing plan (temporary IPv6 address provided by the ISP).

Indeed, Spain is one of the most highly decentralized countries in Europe:

1 All Autonomous Communities have their own elected parliaments, governments, public
administrations, budgets and resources;

1 Health and education systems among others are managed regionally.

The three levels of Public Administration as described below are expected to work together to
implement policies and provide services.
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Figure 13: Organization of Spanish public administration with decentralized services
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Source: IPv6 transition in the Spanish government, Gen6 Lisbon 2015

Main lessons learned from Gen6 pilot:
i.  Technical issues are not a problem
I More incompatibility expected with IPv6 in hardware and software
T No costly investments were required
ii. The main barriers are organizational
I Lack of receptiveness in other administrative units to the need of transition
T Make things easy for them (simple solutions: IPv6 gateway)
iii. Addressing may be a headache
I Cumbersome process not expected in defining the IPv6 National Addressing Plan
I RIPE demands justification if size is larger than /29

T Agreement required among national, regional and local administrations (but this may be
subject to the particularities of Spanish territorial organization)

Also according to MINHAP interviewee, regarding addressing, since there is a common address space
reserved for all public administration, the coordination is very critical.
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2.2 France

2.2.1 Key stakeholders

The government

The entity in charge of the migration to IPv6 in the public sector in France is not well defined. The
government gave the responsibility to an inter-ministerial entity but without any power of
decision on each ministry to implement concretely the protocol (according to our interviewee from
AFNIC organisation).

In 2011, in order to foster the adoption of IPv6 protocol and as part of the government plan presented

that year, the French government gave the responsibility of the deployment of an inter-ministerial IPv6

enabled core network to the inter-ministerial direction of the information system and communication

(Directioninter mi ni st ®r i ell e des syst mes dobéinformation et de

In 2012, the service with national competence of inter-ministerial network of the State (Service a

Comp®t ence National e " R®s e(RIR)Wanih charga dbf the man&®eniest,l de | 6 Et
the operation and the security of the inter-ministerial network of the State. The service was attached to

the General Secretariat for the modernization of public action (Secrétariat Général pour la

Modernisation de I'Action Publiqgue (SGMAP)), a Prime Ministry service. Actually, the agents affected

to this service in charge of deploying and managing came from nine different ministries.

Since then, in 2015, DISIC merged with Etalab (a mission dedicated to Open data) and with the

innovation activity of SGMAP (Secrétariat Général pour la Modernisation de I'Action Publique) and it

became DINSIC (Direction Interminist®rielle du Num®r.
Communication) for inter-ministerial direction of the digital and information system and

communication.

Recently, in November 2017, since the dissolution of the SGMAP, the DINSIC is now under the
authority of the Minister in charge of the digital.

According to the AFNIC interviewee, the role of this entity is not to be the information system
department of the government but much more a role of coordinator between the different ministries as
so far each ministry has its own information system department.

Other stakeholders

Among other stakeholders in the adoption of IPv6 in France is RENATER. It is notably a lead partner
of 6Deploy2, a European project providing IPv6 training and support for deployments to network
operators, service providers and industry throughout the world. RENATER is also in charge of the
working group about the globalisation of IPv6 training labs.

The AFNIC has no direct responsibility in the transition to IPv6. Their role is to encourage the
adoption of the protocol and to be exemplary. Also in partnership with ANSSI, they produce an
observatory of the resilience of the Internet infrastructure since 2011 (not focusing on public sector).
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Historically, there has been a Task Force IPv6 France (TFF) which was created in 2002 and was in
charge of the development of IPv6 in France. It had published recommendations in 20031°, Since
2006-2007, TFF has joined the Association G6 in charge of the promotion and development of IPv6.
Since then, according to the information on their current website!, it seems that the group has no
current activity. The interviewee from AFNIC confirms the inactivity of this organism.

2.2.2 Government plans and strategies

The introduction of IPv6 in the public sector has been integrated in the digital plan presented by the
government in 2008 as part of 2012 targets. Indeed, the French digital plan was composed of 150
measures articulated in 4 axis:

1  Access to digital networks;

1 Development of the production and the supply of digital content;
9 Diversification of digital usages and services;
1

Renovation and ecosystem of the digital economy.

The measure number 149 of this plan referred to IPv6 protocol indicating the importance of
introducing progressively from 2009 the compatibility with IPv6 in the public procurements.

Also, one of the major goals of the government plan included the utilisation of IPv6 by the whole
public services by 2015 and by companies by 2020.

Objectif prioritaire :
= généraliser IPv6 dans l'administration
francaise a I'horizon 2015 et dans les entreprises

d'ici a 2020.

Source: http://fr.unesco.org/creativity/sites/creativity/files/periodic_reports/files/2011_plan_france_numerique2020.pdf

In line with the measure 149, in 2011, a circular letter'? addressed to the state administrations,
relayed to local authorities, encouraged the inclusion of IPv6 compatibility in the technical
specifications of public procurement for goods or services using the IP protocol. It also
included that the public services gradually but as quickly as possible ensure the compatibility and
availability of their sites and online services to IPv6.

10 https://www.afnic.fr/data/actu/public/2003/interop-recommandations-task-force-ipv6.pdf
1 http://g6.asso.fr/apropos/
12 http://circulaires.legifrance.gouv.fr/pdf/2011/12/cir_34250.pdf
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Then, in 2016, the government has referred the ARCEP (the French telecom regulator) to provide
a statement in the transition to IPv6 in France (not specific to the public sector but globally).
The report produced by ARCEP notably include an analysis of IPv6 deployment in France, the
identification of the barriers to the migration, the risk of delays and 6 key actions to take to encourage
the adoption.

Actions préconisées
par |'Arcep dans le rapport
sur la transition vers IPvé

: /—O remis auv Gouvernement

en juin 2016

Source: ARCEP

Actually only the first action highlighted by the ARCERP is related to the public sector pointing that the
government has to be the example. Precisely, the recommendation is about setting up ambitious
goals in order to make the whole public services accessible on IPv6 including government websites
and the most used public services.

The other actions include:

1  Generalization of IPv6 courses;

Implementation of adequate exchange areas (to share good practices);
Coordination improvement between stakeholders;

Better informed the user (device sustainability, IPv4 resource scarcity);

= =2 =4 -4

Preparation of the end of IPv4 period.

However, there is no precision about timeline neither on any quantitative goals.
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Following this referral, the ARCEP has created an observatory? of the transition to IPv6 in France (not
distinguishing public and private sector). The observatory takes the form of a report which the latest
version has been published in December 201714, Actually, ARCEP relies on external sources like
Cisco, Google, AFNIC to provide the status of the art of IPv6 implementation. Also, in this latest report,
IPv6 implementation from ISP are provided.

Figure 15: Forecasts of rates of fixed customer IPv6 enabled at end of 2018 and end of 2020

Fin 2018 Fin 2020
95% a 100% 95% a 100%
100% 100%

75% & 85%
* 899 200, 2 80%

80% 0%
50% a 60%

60% 60%

40% 25% a 35% 40%

10% a 20%

o - -

Free Orange Bouygues SFR Bouygues Orange SFR
Telecom Telecom

20% 20%

<10%

Source: ARCEP (from operators)

2.2.3 Technical aspects/issues

According to the AFNIC, there is no specification for the allocation of IPv6 addresses for the
public sector:

1  No specific process: each organisation needs to ask their required addresses;
1  No specific LIR allocated to public sector (public sector can use different LIR);

I  No transition plan designed.

It is worth noting that some service providers, which are also LIRs in France allocate automatically
IPv6 addresses along with their services by default. Typically, that is the case with Cloudfare, which
provides IPv6 when provisioning its content delivery network, Internet security services and domain
name server services.

13 https://www.arcep.fr/index.php?id=13169
14 https://mww.arcep.fr/uploads/tx_gspublication/rapport-gvt-transition-IPv6-sept2016.pdf
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2.2.4 Current deployments

According to Vyncke blog, only one organization in the government*s (the regional council of
Haute Normandie) has a website, mail server and DNS in IPv6 (though, not successful for Mall
server). This website has participated to the World IPv6 Day in 2011.

Figure 16: Number of hosts supporting IPv6 in the French government

Alexa
Name (Nov 2016)
country/globale, Mail DN
@ www.crihan fr orion ute fr lorion ute fr ns_crihan fr
. . ~ ||258/172884  (12001:660:7401:211::62 e 2001:660:7401:201::10
[0 Gov Conseil Régional de Haute-Normandie Mors wisis 5010-07-30 2017-11-27 23 2010-12-11

In total 1 hosts 1(100%) 1(100%) 1(100%)

Source: Extract from Vyncke blog

Figure 17: Number of IPv6 prefixes assigned in France
IPv6 Prefixes

Here are the 2592 (2592 with a prefix length == 48) IPv6 prefixes assigned to the country color coded:
Description Side chart||Table below||Prefix count

Not announced on BGP RED |REDI[761 (29.4 %)

Announced on BGP but under an aggregated prefix , RAN s 17 0
(such as the ISP rather than the customer) NA & GE 1115 (43 %)

Announced on BGP mdividually (1.e. using a routing entry)||GREEN ||GREEN 716 (27.6 %)
Traffic from this prefix has been seen BLUE L 383 (14 8 %)

Source: Extract from Vyncke blog

According to the AFNIC, 6 websitesover the 878 domain names with Agouy
enabled. In addition,theypoi nt out that AFNIC as a public service
100% IPv6 since 2003.

According the ARCEP report, government websites at high audience like impots.gouv.fr,
education.gouv.fr, legifrance.gouv.fr, interieur.gouv.fr, finances.gouv.fr, defense.gouv.fr and
telecom.gouv.fr are not available in IPv6. Other public service websites like insurance health and
family allowance fund are not also available.

2.2.5 Deployments and pilots

As regards to IPv6 deployment, a network between different French ministries (Réseau Interministériel
d e | @RE)Y%was inaugurated in 2015. This network supports natively both IPv4 and IPv6.
Though, there is no information of breakdown between v4 and v6 IP protocol version.

Concerning assessment readiness, still according to the AFNIC, devices and networking equipment
are already IPv6-enabled (no assessment was specifically made).

15 Over a total of 414 hosts identified with website and/or mail server and/or DNS server in IPv6.
16 http://www.modernisation.gouv.fr/en/node/89058
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In France, the major player having largely deployed IPv6 is RENATER, which is also a pioneer in
the promotion of the protocol. Over hundreds of teaching and research institutions currently use 1Pv6
which is in production since 2003.

Source: RENATERY

2.2.6 Operations & Organisation

As regards to procurement, according to the ARCEP report, the stakeholders met during the
preparation of the report mostly confirm the presence of the IPv6 requirement in public calls for
tenders for connectivity services.

The version of AFNIC on this point is that IPv6 is not necessarily mentioned and thus not
automatically included in call for tenders as for the search of hosting for instance. Also, AFNIC
indicates that IPv6 adoption also depends on the renewal of contracts.

Still according to AFNIC, they are not aware about information about specific training offered on IPv6
and neither about allocated budget (but not the real issue).

7 http://supervision2.renater.fr/Stats_sites/index.php
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